Aims and methods of biosteganography.
Applications of biotechnology to information security are now possible and have potentially far reaching political and technological implications. This change in information security practices, initiated by advancements in molecular biological and biotechnology, warrants reasonable and widespread consideration by biologists, biotechnologists and philosophers. I offer an explication of the landmark contributions, developments and current possibilities of biosteganography-the process of transmitting secure messages via biological mediums. I address, (i) how information can be stored and encoded in biological mediums, (ii) how biological mediums (e.g. DNA, RNA, protein) and storage systems (e.g. cells, biofilms, organisms) influence the nature of information security, and (iii) what constitutes a viable application of such biotechnologies.